20 June 2017

o

EUROPEAN MEbiClNES AGENCY
SCIENCE

MEDICINES HEALTH

EMA SPOR user registration

Overview for external users

Katerina Bursikova - I-BD-DIL An agency of the European Union “

L J
Contents
* SPOR services and user roles Access management
« SPOR web landing, Log In * Reset password
User registration + Forgotten password
* New users « Retrieve forgotten username
+ Registered users + Change password
User registration dashboard « Update authentication questions
* Request access Policy violation
e Super user roles NCA required action
1 EMA SPOR user registration




20 June 2017

\ 2

EUROPEAN MEDICINES AGENCY

SPOR services - definition

+ SPOR services for both OMS and RMS help build the database content and keep it
up-to-date

* Guest (anonymous) users can only view the data
« The SPOR services for registered users are:

« Request new data

« Request a change to data

» Download

Authorise users (super users only)

2 EMA SPOR user registration
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Guest Unaffiliated Industry Industry NCA NCA NCA
user User User Super User Translator  Super
(any (not yet linked User User

member of to any
the pubic) organisation)

e Industry super users will authorise industry users
« Industry User can be pharma or non-pharma
« NCA super users will authorise NCA users

« There is no limit for number of SPOR users or super users per organisation

3 EMA SPOR user registration




20 June 2017

SPOR user roles vs. functionality -

EUROPEAN MEDICINES AGENCY

® ® ® D
)
O O  of ™~ ~
Guest Unaffiliated Industry Industry NCA User NCA NCA
user user User Super User Translator Super
User
Login Not Login Login required Login required Login required Login required Login required
required required
View Public data Yes Yes Yes Yes Yes Yes Yes
View Restricted data No No No No Yes Yes Yes
Search data Yes Yes Yes Yes Yes Yes Yes
Download data No Yes Yes Yes Yes Yes Yes
Submit Change No Can submit CRs in OMS Yes Yes Yes Yes Yes
Request for a new org. (1 pending
(CRs) request at a time)
Translations No No No No No Yes No
Permission to No No No Can authorise No No Can authorise
authorise users Industry Users NCA users
4 . .
EMA SPOR user registration
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Link to SPOR web user interface

http://spor.ema.europa.eu/sporwi/

5 EMA SPOR user registration
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Access to SPOR services — web landing

EUROPEAN MEDICINES AGENCY

SPOR

Substances | Products Organisations

Referentials | Help

SPOR data management services

for subst oduct £ &

The four SPOR data management sences ae:
P
O substance Management Services (SMS)
o Product Management Services (PMS)

Q) organisation Management Services (OMS)

Referentials Management Services (RMS)

oms and foundations fo PHS and SHS.

SHS and PHS are nt currently implementation of SPOR data t senvices s avalble o the

‘The SPOR portal povides users with the following data management sevices:

+ view, search, export SPOR data
+ request new and updated SPOR data;
+ translate SPOR data;

+ browse elevant SPOR documentation

Dats management and dst qualty processes ive the management. that thehighest qualty of

6 EMA SPOR user registration

Access to SPOR

Use the lnksinthe navigaion panel above to access OHS and RS,
Plase use the menus in the navigaon panel o navigate RMS and OMS with read-only access
1o SPOR.

You ill need an ENA account vith SPOR user roles to conduct addional tasks, such as
equesting changes o data translting data or managing user prefeencs.

1Fyou already i any.
should use the same credentials to og in

You
17 you do ot alredy have an EI A account, you need to create an EMA account and request the
speciic SPOR use roles you equie.

Plase check f you are able to log in before registering a5 2 new user with SPOR.

@

A,

ount

Registered users canlog in using the button at the to ofthe page

Using SPOR

SPOR see "About SPOR This

For bout
document provies detals on

+ SPOR prjects;

« access polcy and user ols;

+ customer suppart;

+ data content;

« copyight;

+ data protecton.

Related information

SPOR and the
dud

o 4 i, This as
documents,

Continue to OMS
as guest user
(Public info only,
no user
preferences)
Register if you
are a new user
Login if you are a
registered user
View Help (User
manual) and
details for
Customer support
(across all domains
of SPOR)
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EUROPEAN MEDICINES AGENCY
SPOR - Organisations Management System

SPOR Log In - with your SPOR log-in details
Cm>

Substances | Products | Organisations

Referentiols | Help

Orgarisations

ange of data between nformarion systers ecross the

OIS supparts T cont ruo.
OIS provices usars vt th

wing organisation data management services:
ta 30d che

<t exoort oganisaton ¢
registratio of = new org

et datz;
arisstion or updare existng orgarisatior dazz
(o multi-ingual organisston dats

"

D3 mznagement ad data qualty

5 drive the SPOR. data managament seni

7 EMA SPOR user registration

ar medicines regulatory network and across the pharmacetcal industry.

to znsure that the highest quslity of cata is 2valabe to support EU regulatory processes

Accessto

Use the menus in the navigation panel above to navigate OMS,
Regitered

Log in using the button st the top of s pace.

# users: Users that require mar: than ‘read-only’ user access should reister to create an
EHA account hefore they log in.

Related information

further infarmazon about B/4's imolerencatio™ of SFGR and the 150 1P standards,
see the EMA corparate vieste. T ao ncudss ey business and techrical
uments

* Help option is

* Register new

» Alternatively, go

» Screen available
for a guest OMS
user before
logging in

* The user is able
to select from
the menu
options

domain sensitive
(here for OMS)

user - click on
“Create EMA
Account”

to
https://register.

€ma.europa.eu
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Access to SPOR roles is managed through the Identity and
Access Management tool called IIQ

« New users

« EMA registered users

8 EMA SPOR user registration
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New (non-registered) SPOR users

* Need to request access to EMA
systems, i.e. username and
pa SSWOI"d Use the menus in the navigation panel above to navigate OMS.

Registered users: Log in using the button at the top of this page.

New users: Users that require more than “read-only user access should register to create an EMA

« This is done through the identity and e e e
9 Y e
access management (IAM) tool

called IIQ About oMs

For more information about using OMS see "About OMS", This document provides details on:
» After access approval, they can ? oo content
= copyright;

request SPOR user roles L R i,

H A\Y 4
« Click on “Create EMA account” on Refated information
For further information about EMA’s implementation of SPOR and the ISO IDMP standards, please

either the SPOR home page of OMS see the EMA corparate website. This also includes key business and technical documents.
home page

9 EMA SPOR user registration
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Register

* The self-registration web landing
page appears

Registration link

10 EMA SPOR user registration

« New users => click on the New User

* The self-registration form is displayed [ |

EUROPEAN MEDICINES AGENCY

EMA Self Registration

Username

Password

Forgot Password?

New User Registration;
Login

Forgot Username?

\ 2

New user registration 1/2

+ Mandatory fields:

+ First name
+ Last name
« E-mail - format validation in place
« Password
« Confirm password
« Optional field - (mobile) phone

« Second point of contact - strongly
recommended for cases when e-
mail does not work/changes

« Read the Data protection policy
agreement

* Click “Register”

11 EMA SPOR user registration
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File Edit View Favorites Tools Help

“ N\ EUROPEAN MEDICINES AGENCY
@ EMA user registration

New User Registration

Please submit the following form to register.

First Name®

Last Name®

Email®

Password"
Confirm Password"

Mobile (optional)

Data Protection Policy Agreement

Policy DATA PROTECTION STATEMENT

Your personal data are processed in accordance with Regulation (EC)
No 45/2001 on the protection of individuals with regard to the

“Indicates required field
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New user registration 2/2

« The system can recognise e-mail addresses to prevent creation of duplicate entries

+ In case the e-mail address is already registered, the user is prompted to use a
different @-mail
o The email you have chosen is already in use. Please choose a
different email.

|

« Or the user should go back to the landing page and choose “forgot password?”
option

« Password has some mandatory requirements

Password™

{) Password must have at least 8 character(s), Password must have
at least 4 valid character types (out of lowercase letters, uppercase
letters, digits and special characters)

12 EMA SPOR user registration
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Authentication questions 1/2

(©) EMA user registration
« In order to be able to re- Answer Authentication Questions
set forgotten passwords
later, the user is prompted
to create authentication
questions

Question #1:

What is your mother's maiden name? e R ———— @) rovsscosysusow oo
What is your favorite color?

What is the name of the first street you lived on?
What is your favorite pet's name? . . .
Wha i the name of your childhood best frend? « The same list of questions are provided for
What is your maternal grandmother’s first name?

Who is your favorite author? Q 1 ’ Q2 and Q3

What was the make of the first car you owned?
= TOeSToTT—

Answer #1:
Question #2:
Answer #2:
Question #3:

Answer #3: | l « The user must choose 3 different questions

+ Save
13 EMA SPOR user registration
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+ After saving, a captcha question
(anti-robot precaution) appears

+ Answer the captcha question

« Click ‘Next’ to go to the
registration confirmation page

« an e-mail with an authorisation
token is sent to the e-mail
address provided

14 EMA SPOR user registration

Authentication questions 2/2

@ EMA Us”érkl‘:e‘gistration

New User Registration
Security Question 1 Whatis your mother's maiden nam v
el —
Security Guestion 2 Whatis your favorite color? v
Security Question 3 What is the name of the first stret you lived on? v
o E—
Captcha Question®
Captcha Answer® 73

“Indicates required field
coneet
#Con = ioges - Al g "oz o ton Ut Kingaor
@ POWERED BY SAILPOINT IDENTITYIO
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Confirm registration

« Make sure the data in the ‘Your
details’ section is correct

(@) EMA user registration

New User Registration

EUROPEAN MEDICINES AGENCY

« Under the ‘One-time token’ section,

in the ‘Confirm token’ field, input the I —
code you received in an email that e a—
was sent to you as part of the 1
previous step MM “ —

« Click “confirm”
+ This creates new IdentityIQ account

« A confirmation e-mail of a successful
registration is sent

@) poresever swuront wexTme

15 EMA SPOR user registration
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Registered users 1/2

+ Many NCA users have already access to one or more EMA systems:

« Eudralink, EudraCT Secure, Service Desk portal (JIRA), MMSe, MMD, EVDAS,
EudraPortal, EudraGMP, Paediatrics, BI Dashboard, EUTCT, CorpGXP, EPITT or PSUR

« These users don't have to self-register in IIQ
+ The username and password are the same for the SPOR portal and to the IIQ

« Log in with the EMA username/password from the SPOR web page => access to
SPOR interface as non-affiliated user

« In order to use SPOR services, the user needs to request a SPOR user role in IIQ
first, accessed through the “Create EMA account” button

16 EMA SPOR user registration
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Registered users 2/2

- If the user does not remember whether they already possess an EMA
account, they should attempt to log in IIQ before initiating the self-
registration process

+ There is a validator on e-mail address to prevent creation of duplicate EMA
profiles during self-registration

« If the users know they have an account but don’t remember the password,
they need to send a request to the EMA IT Service Desk to re-set it for
them (http://servicedesk.ema.europa.eu)

« There is no option to re-set the password directly from the SPOR/IIQ
webpage for already registered EMA account users who have not
completed their SPOR user profile in IIQ yet i.e. answers to authentication
questions

17 EMA SPOR user registration
I EEEEEEEEEEEEEEEEEEEEEEEEE———
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Registered users - requesting
SPOR roles

« Go to “Create EMA account”*

« Enter your EMA account login and password

« This will bring you to set up the IIQ account
authentication questions e

For further information about EMA's im,
see the EMA corporate website. This alse includes ke:

plementation of SPOR and the 1SO IDMP standards, please
key business and technical documents.

« After that, the EMA user registration
dashboard is displayed to request SPOR — —

EMA Self Registration

roles
Username
. |
« For more details and next steps see above Lasswom |
for non-registered user o S ‘

Forgot Username?

*even if you are not creating a new account

18 EMA SPOR user registration
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EMA user registration dashboard — SPOR roles

19 EMA SPOR user registration
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EMA user registration dashboard 1/2

“ " : Logged in as Katerina Bursikova Edit My Preferences | Help | Logout “
(Q EMA user registration ¥ ‘ i & Q

Dashboard Manage

@ Edit Dashboard

Dashboard

COMPLIANCE ACTIVITIES ASSIGNED TASKS MANAGE ACCESS MANAGE IDENTITY

Access Reviews (0) Approvals (0) . Request Access & Edit Identity
Policy Violations (0) Sign-off Reports (0) Manage Accounts View Identity
Work Items (0) ®© ChangePasswords
Track My Requests

Inbox Outbox
Filter by ltem Name or ID Q Advanced Search Filter by ltem Name or ID Q Advanced Search
Requester  Created Expiration  Priority Name Created Expiration  Priority

2 No data to display ] No data to display

© Copyright 2015 SallPoint Technologies - All ights reserved. © 2016 EMA 30 Churchil Place Canary Wharf London E14 SEU United Kingdom

@ POWERED BY SAILPOINT IDENTITYIQ

20 EMA SPOR user registration
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EMA user registration dashboard 2/2

* Access requests

« Account information
« Password changes

+ Task management
« Identity information

+ User profile preferences

21 EMA SPOR user registration
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SPOR access request

+ Choose Manage access tab

« Click on Request access

Logged inas N <t My Preforences | Help | Logout (0)

@ EIUiA user 'i'e'gistration

Dashboard Manage

(b Edit Dashboard

Dashboard
COMPLIANCE ACTIVITIES ASSIGNED TASKS MANAGE IDENTITY
Access Reviews (0) Approvals (0) e questAccess Edit Identity
ﬂ Policy Violations (0) Sign-off Reports (0) Manage Accounts View Identity
Work Items (0) Change Passwords

O0  TrackMy Requests

22 EMA SPOR user registration
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Selection of roles 1/3

+ The user will see possible roles they can choose from => add to cart

« SPOR users can view, download or export data and submit change requests in OMS
and RMS

« For RMS, the users can also manage term translations, tagging and subscription
services

« The choice of roles will expand when more systems are served by IIQ (IIQ is not
SPOR-specific)

» NCA specific roles:

* NCA super user
* NCA user
« NCA translator (for RMS)

23 EMA SPOR user registration
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Selection of roles 2/3

/o EUROPEAN MEDICINES AGENCY N
" . L d name Edit My Prefere Hell Logout
(@) EMA user registration LA il

Dashboard Manage

B (3) | Checkout
Select Igentiy(s) > Select Access >

Request Access for

Keyword Search

Search m
Roles (7)) Entitlements (0) Current Access

Narrow Resuits

Page [1 | or1 | @ oipaying1-70r7
SPOR Guest User N
o Type: MDM Contextless o Risk Score: 0
, Owner: SPOR Guest User P T Gark
Approvers
SPOR Industry Super User
o Type: MDM Template o Risk Score: 0 ® In Cart
, Owner: SPOR Industry Super User
Approvers i

* Once selected, go to checkout

24 EMA SPOR user registration
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Selection of roles 3/3

. Checkout page ,\(" EMA \‘Js?e’r‘rme‘gnstration Looged in as M ot My Preferonces | Help | Logout ‘(,

Dashboard  Manage

« The user can make e
- Summary o Requestsfor[_Tome Sorame
additional chan ges, it — A
e.g. remove role or )

Aoprovers

a d d a SSI g nme nt D Ad SPOR Industry Super User Role > > ®0  SPORIdusty

note/comments > o : : .

SPOR Industry User @ Role

Approvers.
+ Click on “submit”
ick on “submi

EESE oo Mo Adatons charons

25 EMA SPOR user registration
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Dashboard Manage

NCA translators

Request provisioning form for user_t2

Please supply iniial values for account atiributes in the forms below.

- If the user is requesting the role

of NCA Translator, in addition to
the organisation the user must e =
also specify the language he will Manes o e 2 S

be providing translations for

“Indicates required field | %
a

de
de-AT
de-BE
de-DE
de-LU
o
elcy

26 EMA SPOR user registration
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User affiliation to an organisation 1/2

« The industry users and NCA users

“reg istration

are roles that are organisation- Dostiboerd_ Honaoe
S DeC|f| C Request provisioning form for twentyfive_t

Plesse supply inifisl values for secount attributes in the forms below.

« The user needs to select the ——
organisation from the dropdown Reesr e
displayed on the screen by inserting

twentyfive_t
the Organisation ID from OMS e
- I
. Cl | C k O n th e \ O k, b u tto n \ssiy les. fgaoc::%::ﬁﬁm User, SPOR Industry Super User_Org/ORG-

select organisation from
the OMS dictionary

« A message that the request was
submitted successfully comes up on e
the screen, with request ID KN -

27 EMA SPOR user registration
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Search OMS for Organisation ID on the OMS website

* No log in needed

EUROPEAN MEDICINES AGENCY
* Enter pa rt Of the SPOR - Organisations Management System ﬁ

Subtances 1 Prodducts | Oranesstions Reterentials | e

organisation name ) -
+ The search results

include all locations that

are associated to

organisations that match o

the entered organisation iy ]

name s .

» For each returned
location the name and ID
of the parent

organisation is shown
28 EMA SPOR user registration
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User affiliation to an organisation 2/2

* All NCAs should appear in the list now

« For most of the roles the access request ID which is automatically generated by IIQ
is irrelevant and can be ignored

- However, the first user requiring super user access should take note of the request
ID as it will be required to submit supporting documentation through the EMA
Service Desk (JIRA)

« This process will be applicable to NCAs from October 2017 (from June 2017 to October
2017 no documents will be required in order to facilitate user onboarding)

« Industry will start using SPOR services in October 2017
« This process is explained in detail in the SPOR user registration manual

29 EMA SPOR user registration
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Request submission confirmation message

- After a request for a SPOR

EUROPEAN MEDICIMES AGENCY

@ p—
role is submitted, a separate | EMA user registration

e-mail confirming the Dashboard Manage
submission of the request
with the request ID is also Dashboard

sent to the user

| 6 Your request(s) have been submitted successfully. The id for this request is 14601.

30 EMA SPOR user registration
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Request submitted successfully

« The request appears
in the user’s IIQ
profile outbox on the
dashboard

(@) EMA user registration

- If you need role on
behalf of a different = = o
organisation, please e s - =
be aware that you e S e
need to submit a new
request (not
applicable for NCAs)

31 EMA SPOR user registration
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Track my requests

"

The request IDs are listed under “track my requests

Dashboard Manage
Access Requests

Fiker oy Idenity Q Advanced Search

Access Request D Priority Type Reguester Requestee Request Date Current Step Completion Date Execution Status

1473 Normal Request Access Tester Twentyfive Tester Twentyfive 10217 15:42 Provision Execuling
1457 Nommal Request Access Tester Twentyive Tester Twentyfive 200217151 End 2002147 15:17 Complered
1455 Nommal Sefseice Jegistration SelfRegistrationWorkGroup  twentyfive_t 20217 1457 End 200247 14£7 Compleied

32 EMA SPOR user registration
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SPOR super user role

« The super user is the first user role to be requested for any organisation

+ For NCA user/NCA translator account request, if a super user exists for the affiliated
organisation, the access request appears on the IIQ dashboard of the organisation
super user that approves/rejects the access

« For NCA user or NCA translator roles, if there is no super user for that organisation,
EMA will reject the request in IIQ and

« will ask the user to either resubmit another request to become a super user

» or ensure another user with super user role exists before submitting the same request

+ The super user approves/rejects the access request from the IIQ dashboard

« The requestor receives an e-mail about the outcome

33 EMA SPOR user registration
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SPOR super user access request 1/2

« To request a super user role for an organisation, the user needs to follow all the
steps as described above apart from the role requested, which is Industry or NCA
Super User

* The process is the same for industry users and NCA users

« One person can only have either Industry or NCA super user access

Request Access for Tester Fiftythree 1+

34 EMA SPOR user registration
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SPOR super user access request 2/2

* Submit the request for the super user role

@ 1A user regl i Logged Tester Fiftythr Edit My Preferences | Helf Lo <
(@) EMA user registration ogged inas Tester Fiftythree | EditMy Preferences | Help | Logot |

Dashboard Manage

Seectidenty(s)> Select Arcess > Review & Submit

Summary of Requests for Tester Fftyiree
Please veriy the changes you have requestad below.

Action Name Type Assignment Note Comments. Risk Score Owner

] SPOR Industry Super User @ Roe o o o0 SPOR Incustty Super
User Approvers

Page 1| oft 2 stow|10 | v |tens Displaying 1- 1011

« The requestor receives an e-mail that the request has been submitted

35 EMA SPOR user registration
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SPOR super user role — approval process

« The first super user for each NCA will be approved by EMA IT Service Desk after
they select the NCA super user role in the request access tab in IIQ

+ From October 2017, the requests for the first super user access will be
approved/rejected based on submitted documents

« If the super user access is granted, this role appears also in their IIQ dashboard

« The super user is now able to approve industry/NCA users/NCA translators and
other super users for their organisation

« The super user has an obligation to manage/maintain access for the users in their
organisation

» Once a user/super user leaves the NCA, they need to inactivate their access in IIQ
» Access on behalf of an organisation is in the responsibility of the super user(s) and the
EMA will not check

36 EMA SPOR user registration
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Super user access — multiple roles

- For industry users, one person can have multiple roles, e.g. representing multiple
companies

« This can be industry super user or industry user
« Each user role will be linked to a unique organisation
« The user/super user can be linked to multiple organisations

+ The users will need to submit individual access requests for each of the roles

37 EMA SPOR user registration
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Access management

38 EMA SPOR user registration
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Reset Password - for both SPOR and IIQ

« This applies only for users who self-registered in IIQ or completed their IIQ
profile with authentication questions

* Any other password reset requests need to go through the EMA IT Service Desk
« Go to “Create EMA account” on SPOR or OMS webpage

+ Alternatively, navigate to https://register.ema.europa.eu/

« In both cases, the EMA self-registration page appears FMA SeifRegistiation

39 EMA SPOR user registration
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Reset password

@) EMA user registration

« Click on “Forgot Password?” Forgot Password

e Insert username
Username*
+ The authentication questions appear
“Indicates required field

+ Answer as appropriate cancet | S

* You will receive one-time token by e-
mail

(@) EMA user registration

« Insert the token in the form => next

40 EMA SPOR user registration
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Reset password

« Hover over the red asterisk for password format requirements
+ Choose new password and confirm

+ Log in as normal

EMA usér 'Eégistration

Forgot Password

New Password* 7 esssscens

ConfirmPassword® 7 | sesssesss

“Indicates required field

==

© Copyright 2015 SsiFoint Technologies - All ights ressrved. © 2018 EWA 20 Churchil Pace Sanary Wharf Londen £14 52U Uited Kingdam

@ POWERED BY SAILPOINT IDENTITYIQ

- If the username is incorrect, go back to the landing page and click on “Forgot
Username?” link

41 EMA SPOR user registration
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Retrieve forgotten username

« Navigate to IIQ url:
https://register.ema.europa.eu/

« Click the ‘Forgot Username?’ link

+ Enter the email address you
used to register in IIQ and click

EMA Self Registration
Username

Password

Nevr User Registration

A User registration

Forgot Password?

Forgot Username?]

‘Submit’

Forgot Username

Please enter he amail adaress Mat you USea1o create your account

e

(@) PowERED BY SHLPOINT IDENTITYIO

42 EMA SPOR user registration
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Retrieve forgotten username

« Confirmation of the request is displayed

Your request has been received and will be processed within 15 minutes_ If you entered a registered email address your username will be delivered to that email address.

* An e-mail with the username is sent to the registered e-mail address

43 EMA SPOR user registration
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Change Password 1/3

* Log in to your IIQ account on https://register.ema.europa.eu/

« Click on the ‘*Change passwords’ link under the Manage access section on your
DaSh boa I"d (@\ R Loggedinas | Edithy Preferences | Help | Logout (\/@

EMA user régistration

Dashboard  Manage
B Edit Dashboard
Dashboard
COMPLIANCE ACTIVITIES ASSIGNED TASK: MANAGE ACCESS MANAGE IDENTITY
Access Reviews (0 Approvals (0) squest Avce: Edit Identity
ﬂ Policy Violations (0) - Rep: 0) View Identity
— Work tems (0) 3
Inbox -l Outbox. -
Filter by ltem Name or ID Filter by tem Name or ID
Name Type Requester Name Type Owner
Pao; 70 2 Pao ) 2
@ Conyrignt 2015 Saioint Tchoges - o ights reserved. © 2016 EVA 30 Churctl lacs Carany Whar London E14 5EU United Kingoom
@ PPOWERED BY SAILPOINT IDENTITYIQ

44 EMA SPOR user registration

\ 2

EUROPEAN MEDICINES AGENCY

Change Password 2/3 CEr= | e |t | oot (@)

Dashboard Manage

+ Select your EMA account by B e
clicking on the checkbox in | Meneee Pasevords for RIS
front Of the account for the Below are listed the current application accounts on which a password can be managed for the chosen identity. Select the accounts on which to manage passwords.
EMA account application Setect metnoa for password cnangs:

Synchronize passwords for selected accounts

Details

« Type your current password Account D Appiication S e
in the ‘Current password’ [ S S e
field and the new password e
in the ‘New password’ and S
‘Confirm password’ fields

@

Poge |1 | of Snow (10 |~ | tems Displaying 1- 1011

O 1items selected

+ Click the ‘Submit’ button

© Copyraht 2015 SaiPoint Teshnsiogies - Al ights reserved. © 2019 EVA 30 Churchll Piacs Canary Wharf London E14 SEU United Kigsom

@ POWERED BY SAILPOINT IDENTITYIO
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Change Password 3/3

MA user rég istration

« Click on Submit to finalise
the password change

Dashboard Define Monitor Analyze Manage

Select Wenity(s) > Change Passwords > Review & Submit

summary of Requests for [ I NNNREEG_G_—

Please verify the changes you have requested below.

Identity Application Account
[ R— —
Page [1 | of1 o | @ snow (10 | v | tems

Cancel

Make Additional Changes

© Copyright 201 SaiPaint Technologies - Al righs reserves. © 2018 EWA 30 Churahil Pisce Canary Wharf

Loggedin as|

System Setup

Password

London 14 52U United Kingdor

| EditMy Preferences | Help | Logout

Add Comments

(5]

Digplaying 1- 107 1

@ POWERED BY SAILPOINT IDENTITYIQ
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Update authentication questions 1/3

* Log in to your IIQ account on https://register.ema.europa.eu/

« Click on the ‘Edit my preferences’ link in the top right

EURGIEAN MEDICINES AGE

MA user régistration

Loggedinas

Dashboard Manage

Dashboard

MANAGE ACCESS

Request Access
Manage Accounts
Change Passwords

ASSIGNED TASKS
Approvals (0) A
Sign-off Reports (0)
Worktems (0)

COMPLIANCE ACTIVITIES

Access Reviews (0
Policy Violations (0)

-
M- 8 by Regquests
Inbox -| % Outbox:
Filter by itern Name or ID Filter by ltem Name or ID
Name Type Requester Name
Page of0 2 Page of0

8 Copyright 2015 SaiPeint Teshnalogies - All ights reserved. © 2016 EWA 30 Churchil Plsce Canary Warf Londen £14 52U United Kingdorn

corner of the IIQ dashboard

| Edithly Preferences | Help | Logout (O\‘

MANAGE IDENTITY
=

Editidentity
View Identity

Type

&

@ POWERED BY SAILPOINT IDENTITYIQ

D Edit Dashboara

Owner
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Update authentication questions 2/3

®

+ Click on the “Edit E——
authentication questions’
link

UROFEAN MEDICINES AGENG

EMA user ré‘gistration Loggedin as | EdithyPreferences | Help | Logout (\6\

Edit Preferences

Forwarding User ; v

+ The authentication B
gsetshté";‘cfsgion B [

Default Entitiement Display Mode 7 @ Use Certification Default © Entitlement Value ©) Entitlement Description

Show Helpful Pop Up Windows Enable Help Windows

save LGS

& Gonyrigh 2915 SoPoin Techrelogies Al fght resrves 2015 4 33 Gl Pl Ganary Whar Lon 14 1 Uit Krgorn
@) FoueReo B suLPOINT IDENTITYIO
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Update authentication questions 3/3

. \6\ e q Logged in as | EditMyPreferences | Help | Logoul 1:6“

+ Select the questions you T — -
would like to edit and

input your answers

Edit Preferences

— v
H \ 4
+ Click on the ‘Save’ button
Initial Access Review View @ Use Certification Default © List © Detailed
at the end of the page to Dotat Accosa R G Viow 7 ® Use Gocaton Dl © Worishet i © ety tow

Save your aUthentication Show Helpful Pop Up Windows Enable Help Windows
questions and answers. S

Authentication Questions.
Question #1:

\Whatis your mother's maiden name? =]
answers*: |
QUeSBOR #2: [\inatis yourfavorle color? =
Ancuer 92

Wnatis the name iwedon? [v]
Ansver s>: |

o Techosiones - A3 Fghts hatrves, ©

@) roreseo s suusont oo
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Policy violation

There are policy rules about what types of access can be held by one user
E.g. no account may have an industry and also an NCA role

« If the policy is breached, a warning appears

Dashboard Manage

Policy Violation Review:

This request wil result in one or more| ‘ou may resolve these violations byom your request or you may continue the request without addressing the violations. Click ‘Cancel Request' to terminate the
 request.

Policy Rule Description Summary
No account may have an Industry No account may have an Industry

No account may have an Industry role and aiso an NCA role
role and also an NCA role role and also an NCA role

No account may have an NCArole  No account may have an NCA role

No account may have an NCA role as well as an Industry role
and also an Industry role as well as an Industry role v

Page |1 of1 ]

Displaying 1- 2 of 2
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Policy violation - to solve and submit a request

« Remove a role to proceed - bin icon
¢ Or submit the request with violation

« Or cancel request

Remove Request ltems
Click below to remove items from the request. Clicking a second time will add the item back to the request

Logend: (@) Remove e

Decision Application

Operation Attribute Value(s) Completion Comments
IdentitylQ Add Role SPOR Industry Super User
® IdentitylQ Add Role SPOR Industry User
©) IdentitylQ Add Role SPOR NCA Super User
| Page |1 of1 | o

Displaying 1 -3 of 3

‘Submit Request ‘Submit Request With Violations Cancel Request
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Required action from NCAs as of June 2017

« Please self-register with the EMA if you don‘t have the access yet

« If you already have an EMA account, please complete your IIQ profile by setting up
the authentication questions and affiliate your user role to your NCA

« Apply for super user access in IIQ - the first super user for the NCA (approved by
EMA)

« Start approving NCA users, super users and translators

+ Please note the following:

After self registration, request SPOR role without delay

« Once the SPOR role is approved, the SPOR portal will only have this information on the
next day (data refreshed overnight)

« Don't try to log in SPOR until the next day
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Where do I find more
information and out

RMS and OMS users?

" + SPOR User Registration Manual. It covers SPOR

user roles as well as other areas related to user
registration and access

« It will be published on SPOR Portal Link

0
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