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1. Purpose of this document

SPOR is a centralised EU master data service covering Substance, Product, Organisation and
Referential in relation to medicines. Each of these domains is accessible through the common SPOR
web portal.

The SPOR system provides users with services that enable them to contribute to the content of the
database - they can request new data, request a change to current data and they can download
content. In order to access these services, the users need to be registered for one or more user roles.
The user registration and provisioning of the SPOR roles is managed through an identity and access
management tool called IAM (IIQ).

This document provides step-by-step instruction how to register in IAM (IIQ) and how to apply for
SPOR user roles.

2. SPOR user roles

An individual will have a single account created in IAM (IIQ). A user can have more than one SPOR role
provided they do not contravene the permission policies (see section 7). The user will need to submit
new SPOR role requests (either for the same role or a different role) if a different organisation (as
defined in OMS) needs to be represented.

2.1. User roles and authorisation process flow

Users who do not have access to any of the Agency’s systems need to self-register and create EMA
account. They can then request SPOR user roles for their account.

Users with an EMA account (for details see below) can request SPOR roles that will be added to their
current permissions.

The user roles and authorisation process flow is described below. For SPOR user role definitions, read
section 2.2.

Figure 1. Diagram of user roles in OMS/RMS

EMA SPOR User Registration Manual
EMA/360484/2017 Page 3/41



NEW Data
Steward User
Authorised by

EMA. Admin or
M.

User registers

in 1AM Auto
M
e
e -
User Autharised

by existing EMA
Admin

Industry User Authorised by Industry Super User

Request rejected since Super User is required

Industry Super User Authorised by
Existing Industry Super User

Industry Super User Authorised by EMA

MCA Super User Acoass Authorised by
Existing NCA Super User

- NCA Super User Authorised by EMA

NCA User Authorised by NCA Super User

Request rejected since Super User is required
*{Request Rejecte

- NCA Translator Authorised by NCA Super User -
Request rejected since Super User is required
| Request Rejected

EMA User Autharised by EMA -

EMA User Authorised by EMA -

Figure 2. User access authorisation for external users — process flow

EMA SPOR User Registration Manual
EMA/360484/2017

Page 4/41



SPOR Web Ul User Management — EXTERNAL USERS

SPOR Wob Ul 1AM system JRA

.
>
&
2o M

External SPOR user

Super User

request

EMA

2.2. SPOR user roles - description and access rights

Role Name Description

Data Steward SPOR role that allows to validate change requests and use master data
management functionality in Informatica IDQ and IDD; you should have this role
if you are responsible for any of the following:

¢ managing the data cleansing, standardisation and match rules

e profiling data within IDQ

e validating change requests for new/amended SPOR data

e resolving potential master record merges raised by the match process
within IDD.

e approve external users to become SPOR super users for an organisation

Only EMA personnel or persons working on behalf of EMA will be provided with
this role

EMA User SPOR role that allows you to view (only your own), download data (RMS: all lists
& OMS: all content) and submit change requests; you can have this role if you
are EMA staff or a person working on behalf of EMA

EMA Super User SPOR role that allows you to view (only your own), download data (RMS: all lists
& OMS: all content) and submit change requests; you can have this role if you
are EMA staff or a person working on behalf of EMA
You can also approve EMA user role requests in IAM.

EMA Admin You should have this role only if you work in IT Infrastructure and Operations
Department and if you are responsible to administer MDM and configure functions
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Role Name Description

within MDM; encapsulates Data Steward role.

You can have this role if you are EMA staff or a person working on behalf of EMA.

Guest User Any user (registered or not) who accesses the publicly available information on
the SPOR Portal Website without logging in
Unaffiliated User A logged in user who has self-registered via the IAM platform but is not yet

linked to any organisation. They will be able to view the same information as a
Guest User, but will also be able to export that information. For OMS only, they
will be able to submit change requests for a new organisation, limited to one
pending request at a time.

Industry User You should request for this role only if you represent an industry organisation; it
allows you to view (only your own), download data (RMS: some lists & OMS: all
content) and submit change requests on behalf of your organisation within the
SPOR applications.

This role will be approved by the super user of your organisation. Please verify
your organisation has a super user before submitting this request in IAM. If your
organisation does not have a super user, the request will be rejected by EMA.

NCA User You should request this only if you work on behalf of a national competent
authority or an organisation acting as a regulatory authority; it allows you to
view (RMS: everyone’s & OMS: only your own), download data (RMS: all lists &
OMS: all content) and submit change requests on behalf of your organisation
within the SPOR applications.

This role will be approved by the super user of your organisation. Please verify
your organisation has a super user before submitting this request in IAM. If your
organisation does not have a super user, the request will be rejected by EMA.

Industry Super You should request this only if you work on behalf of an industry organisation and

User if you are the main representative of your organisations; it allows you to view
(RMS: some lists & OMS: all content), download data (RMS: some lists & OMS:
all content) and submit change requests on behalf of your organisation within the
SPOR applications;

You will be accountable for approving other users to access SPOR on behalf of
your organisation in IAM and ensuring that only the right users have the SPOR
roles against the same organisation This includes the revocation of these roles
when the user should no longer represent your organisation.

In order for this role to be approved, you have to submit a document showing
you are authorised to represent your organisation through the EMA Service desk
tool (JIRA): http://servicedesk.ema.europa.eu/

You are able to access the Service Desk application using the same username
and password received when registering in IAM.

In case you do not submit the document in JIRA, your request will be rejected by
EMA.
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Role Name Description

NCA Super User You should request this only if you work on behalf of a national competent
authority or an organisation acting as a regulatory authority and if you are the
main representative of your organisations; it allows you to view (RMS:
everyone’s & OMS: only your own), download data (RMS: all lists & OMS: all
content) and submit change requests on behalf of your organisation within the
SPOR applications;

You will be accountable for approving other users to access SPOR on behalf of
your organisation in IAM and ensuring that only the right users have the SPOR
roles against the same organisation This includes the revocation of these roles
when the user should no longer represent your organisation.

In order for this role to be approved, you have to submit a document showing
you are authorised to represent your organisation through the EMA Service desk
tool (JIRA): http://servicedesk.ema.europa.eu/

You are able to access the Service Desk application using the same username
and password received when registering in IAM.

In case you do not submit the document in JIRA, your request will be rejected by
EMA.

3. New Users

3.1. Account creation from the SPOR web landing

Users who do not have access to any of the Agency’s systems should follow the steps described below.
After the registration, they will be able to request user roles as per the process in Fig. 2.

For registered users, please go to chapter 4.

Navigate to http://spor.ema.europa.eu/sporwi

The SPOR home page appears. Registered users can log in here and new users can register.

Figure 3. SPOR home page
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EUROPEAN MEDICINES AGENCY

SPOR

Substances [ Products Organisations Referentials [ Help

Access to SPOR

SPOR data management services
Use the links in the navigation panel above to access OMS and RMS.
Delivering quality data management services for substances, products, organisations and referentials (SPOR) to power EU regulatory activities. Please use the menus in the navigation panel to navigate RMS and OMS with 'read-only' access
: to SPOR.
The four SPOR data management services are:
You will need an EMA account with SPOR user roles to conduct additional tasks, such as
requesting changes to data, translating data or managing user preferences.

P

0 Substance Management Services (SMS) If you already have an active account for any EMA-hosted website or online application, you
should use the same credentials to log in.

42,

X If you do not already have an EMA account, you need to create an EMA account and request the
@ Product Management Services (PMS) specific SPOR user roles you require.

Please check if you are able to log n jaia g a new user with SPOR

Organisation Management Services (OMS) Create EMA Account

5
4 .
4 ; ; Registered I SRS )
O Referentials Management Services (RMS) il Ra0
OMS and RMS are the first services to go live and they provide the data foundations for PMS and 5MS. Using SPOR
SMS and PMS are not currently activated. More information on the implementation of SPOR data management services is available on the EMA corporate website.
The SPOR portal provides users with the following data management services: For more information about using SPOR see "About SPOR data management services". This
document provides details on:
« view, search, export SPOR data; )
+ request new and updated SPOR data; « SPOR projects;
« translate SPOR data; « access policy and user roles;
« browse relevant SPOR documentation. * customer support;
« data content;

Data management and data quality processes drive the SPOR data management services to ensure that the highest quality of data is available to support EU regulatory processes. « copyright;

+ data protection.

Related information

For further information about EMA's implementation of SPOR and the IS0 IDMP standards,
please see the EMA corporate website. This also includes key business and technical
documents.

Alternatively, the user can click on Organisations or Referentials tab. Log in and registration is
available also from there.

Figure 4. OMS home page (RMS home page has the same look)

EUROPEAN MEDICINES AGENCY

SPOR - Organisations Management System

Substances [ Products [ Organisations [ Referentials [ Help

SPOR Home  Organisations

s,

m: . 5 9 Access to OMS

°’ Organisation Management Services (OMS) _
Use the menus in the navigation panel above to navigate OMS.

OMS provides a central dictionary of organisation data in multiple languages. This covers: Registered users: Log in using the button at the top of this page.

« organisation names; New users: Users that require more than 'read-only” user access should register to create an
« location address details; EMA account before they log in.
+ communication details suich as email address and telephone number per location.

OMS supports the continuous exchange of data between information systems across the European medicines requlatory network and across the pharmaceutical industry. Create EMA Account
OMS provides users with the following organisation data management services:

+ view, search, export organisation data and change request data;
+ request registration of a new organisation or update existing organisation data;
« access to multi-lingual organisation data, About OMS

Data management and data quality processes drive the SPOR data management services to ensure that the highest quality of data is available to support EU regulatory processes.
v aualty o o grestaualty " st e For more information about using OMS see "About OMS". This document provides details on:
« data content;
« licensing;
+ copyright;
+ data protection.

Related information

For further information about EMA's implementation of SPOR and the ISO IDMP standards,
please see the EMA corporate website. This also includes key business and technical
documents.

OMS 2.0.6.1 (build 2017/02/15 12:26:04) © 2017 EMA - 30 Churchill Place - Canary Wharf - London E14 5EU - United Kingdom An Agency of the European Union

Figure 5. Create EMA account from the SPOR home page
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Access to OMS

Use the menus in the navigation panel above to navigate OMS.
Registered users: Log in using the button at the top of this page.

MNew users: Users that require more than 'read-only” user access should register to create an EMA
account before they log in.

ﬁ Create EMA Account

About OMS

For more information about using OMS see "About OMS", This document provides details on:

data content;
licensing;
copyright;

data protection.

Related information

For further information about EMA's implementation of SPOR and the IS0 IDMP standards, please
see the EMA corporate website. This also includes key business and technical documents.

After clicking on “Create EMA Account”, the following screen appears — click on "New User
Registration”.

3.2. Self-registration

This interface is also used to log in and request forgotten username or password for registered users.

Figure 6. IAM (IIQ) Log in/new user registration/forgot password/forgot username screen

EMA Self Registration

Username

Password

Mew User Registration Forgot Password?

Forgot Username?

The next screen is the self-registration form.
e Mandatory fields are marked by a red asterisk

e Optional field - mobile phone (landline number can be provided too), strongly recommended for
cases when e-mail does not work/changes

¢ Read the Data protection policy agreement

e Click on “Register”
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Figure 7. Self-registration form from IAM (IIQ)

File Edit View Favorites Tools Help

DICINES AGENCY

MA user registration

New User Registration

Please submit the following form to register

First Name®

Last Name™

Email®

Password™
Confirm Password™

Mobile (optional)

| Data Protection Policy Agreement

Policy 7 |DATAPROTECTION STATEMENT

Your personal data are processed in accordance with Regulation (EC)
No 45/2001 on the protection of individuals with regard to the

*Indicates required fisld

e The system can recognise e-mail addresses to prevent creation of duplicate user entries

e In case the e-mail address is already registered, as shown in fig. 8., the user is prompted to use a
different e-mail

Figure 8. E-mail already in use

| |

§) The email you have chosen is already in use. Please choose a
different email.

e Or the user should go back to the landing page and choose “forgot password?” option

e The password has some mandatory requirements - see fig. 9

Figure 9. Password requirements

Password ? ceeseee

B P P e P PP P PP PPy

Password must have at least 8 character(s), Password must have
at least 4 valid character types (out of lowercase letters, uppercase
letters, digits and special characters)
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3.3. Authentication questions

In order to be able to re-set forgotten passwords, the user is prompted to set up authentication

questions.

Figure 10. Authentication questions page

@) EVA o reistrati Loaged in s [N | +ev | Lot (&)
&) EMA user registration Tl I tele | Lok (4Gp)

Answer Authentication Questions

Please provide answers for your authentication questions before continuing. These will be required to reset your IdentitylQ password if you forget it and are unable to login.

Question#1: [ Sefoct question- v

Answer#t: ]

Question#2: [_geject question— %)

Answer #2:

Question #3:

Select question: v

Answer#y: ]

@ Capyright 2015 SaiPoint Technoiogies - All ights reserved. © 2016 EMA 30 Churchil Place Canary Wharf London E14 SEL Unied Kingdam

« The same list of questions are provided for Q1, Q2 and Q3
* The user must choose 3 different questions

« Save

Figure 11. Authentication questions options

@ POWERED BY SAILPOINT IDENTITYIO

Question #1:

What is your mother's maiden name?

What is your favorite color?

What is the name of the first street you lived on?
Question #2: |What is your favorite pet's name?

What is the name of your childhood best friend?
Answer #2: |What is your maternal grandmother's first name?
Who is your favorite author?

Answer #1:

Question #3: |What was the make of the first car you owned?
eI SO

b d

Answer #3: |

After saving, a captcha question (anti-robot precaution) appears
e Answer the captcha question (normally an arithmetic calculation)

e Click ‘Next’ to go to the registration confirmation page
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Figure 12. Captcha questions
EMA user 'i'egistration @

New User Registration

Security Question 1 What is your mother's maiden name? v

Answer 1*

Security Question 2 What is your favorite color? v
Security Question 3 What s the name of the first street you lived on? v
Answer 3*

Captcha Question™

Captcha Answer* 73

*Indicates required field

o

© Copyright 2015 SailPoint Technologies - All rights reserved. © 2018 EMA 30 Churchill Place Canary Wharf London E14 5EU United Kingdom
@ POWERED BY SAILPOINT IDENTITYIQ

e an e-mail with an authorisation token is sent to the e-mail address provided

e Go to section 3.4 to confirm registration

Figure 13. Authorisation token e-mail example

From: ] Sent Mon 20/02/]
To OMS-UAT
Ce
Subject: EMA Registration - One-time Token
Dear IEEEL

Thank you for your EMA Registration request. Please enter the following token value in the appropriate field when prompted. Note, once you have used this token, it will expire
and you will be unable to use it again.

Your one-time token value is: 3SUAESGK37

If you did not make this request, please contact EMA via the Service Desk Portal with 'Token Request not requested' as the email title stating that you did not request this EMA
Registration. For urgent technical matters please contact +44 (0)20 3660 7523.

Thank you.

European Medicines Agency
30 Churchill Place

Canary Wharf

London E14 5EU

Please do not reply to this email as the mailbox is not monitored. This message and any attachment contain information which may be confidential or otherwise protected from
disclosure. It is intended for the addressee(s) only and should not be relied upon as legal advice unless it is otherwise stated. If you are not the intended recipient(s) (or authorised
by an addressee who received this message), access to this e-mail, or any disclosure or copying of its contents, or any action taken (or not taken) in reliance on it is unauthorised
and may be unlawful. If you have received this e-mail in error, please inform the sender immediately.

3.4. Confirm registration

e The user needs to make sure the data in the ‘Your Details’ section is correct - see fig. 14

e The code received in the email that was sent previously (see fig. 13) needs to be inserted in the
‘One-time token’ section, in the *Confirm token’ field
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Figure 14. Confirmation of the user registration

/2o EUROPEAN MEDICINES AGENCY
@) EMA user registration

New User Registration
[Vour EMA Account]

Your EMA username is given below. Please make a note of this as you will need itto log in to EMA applications

Username*

jw'cuv De:ansj
First Name*
Last Name*
Email*

Mobile (optional)

One-time Token,

Please enter the value of the one-time token you have received by email in the field below.

Confirm Token*

*Indicates required field

© Copyright 2015 SaiPoint Technologies - All rights reserved. © 2018 EMA 30 Churchill Place Canary Wharf London E14 SEU United Kingdom

@ POWERED BY SAILPOINT IDENTITYIO

e Click “confirm”
e This creates new IAM (IIQ) account

e A confirmation e-mail of a successful registration is sent (fig 15)

Figure 15. Registration successful — confirmation e-mail example
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From:
To

Cc:
Subject

admin @example.com Sent:  Mon 20/02)

EMA Registration - Your registration request has been processed

Dear -

Congratulations. You have successfully registered an account with European Medicines Agency Self Registration service.
The Username for your EMA account is: | N N ENEEEEEE

If you did not make this request, please contact EMA via the Service Desk Portal with 'EMA Registration not requested' as the email title stating that you did not request this EMA
Registration. For urgent technical matters please contact +44 (0)20 3660 7523.

Thank you.

European Medicines Agency
30 Churchill Place

Canary Wharf

London E14 5EU

Please do not reply to this email as the mailbox is not monitored. This message and any attachment contain information which may be confidential or otherwise protected from
disclosure. It is intended for the addressee(s) only and should not be relied upon as legal advice unless it is otherwise stated. If you are not the intended recipient(s) (or authorised
by an addressee who received this message), aceess to this e-mail, or any disclosure or copying of its contents, or any action taken (or not taken) in reliance on it is unauthorised
and may be unlawful. If you have received this e-mail in error, please inform the sender immediately.

4.

The user registration dashboard appears (see fig. 18)

Registered Users

Many users have already access to one or more EMA systems:

EudralLink, EudraCT Secure, IT Service Desk portal (JIRA), MMSe, MMD, EVDAS, EudraPortal,
EudraGMP, Paediatrics, BI Dashboard, EUTCT, CorpGXP, EPITT or PSUR. These users don't have to
self-register in IMA(IIQ).

The username and password are the same for these systems, the SPOR portal and to the IIQ.

Registered users can already log-in with the EMA username/password from the SPOR web page;
they can access to SPOR interface as registered but non-affiliated user

In order to use SPOR services, the user needs to request a SPOR user role in IAM(IIQ) first,
accessed through the “Create EMA account” button

If the user does not remember whether they already possess an EMA account, they should attempt
to log in IIQ before initiating the self-registration process

There is a validator on e-mail address to prevent creation of duplicate EMA profiles during self-
registration

If the users know they have an account but don’t remember the password, they need to send a
request to the EMA IT Service Desk to re-set it for them (http://servicedesk.ema.europa.eu)

There is no option to re-set the password directly from the SPOR/IIQ webpage for already
registered EMA account users who have not completed their SPOR user profile in IAM (IIQ) yet i.e.
have not set up answers to authentication questions

4.1. Log In

Go to “Create EMA account™

1 Even if you are not creating a new account

EMA

SPOR User Registration Manual
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Figure 16. Create EMA account from the SPOR/OMS/RMS home page

Access to OMS

Use the menus in the navigation panel above to navigate OMS.
Registered users: Log in using the button at the top of this page.

New users: Users that require more than 'read-only” user access should register to create an EMA
account before they log in.

d Create EMA Account

About OMS

For more information about using OMS see "About OMS". This document provides details on:

data content;
licensing;
copyright;

data protection.

Related information

For further information about EMA’s implementation of SPOR and the IS0 IDMP standards, please
see the EMA corporate website. This also includes key business and technical documents.

e After clicking on “Create EMA Account”, the following screen appears - log in with your EMA
system username and password

Figure 17. Log-in page for registered users

EMA Self Registration
IUsername l
|
Password ‘
New User Registration Forgot Password?

Forgot Username?

e This will bring you to set up the IIQ account authentication questions
e From there, please proceed the same way as the new users (see 3.3 and 3.4 above)

e After that, the EMA user registration dashboard is displayed to request SPOR roles

5. IAM (IIQ) user registration dashboard

The user registration dashboard is a user interface for managing access to SPOR as well as other EMA
systems. It appears once the user registration process or IAM (IIQ) authentication question setting
process is completed.

EMA SPOR User Registration Manual
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The user can request, view and manage:

J Access rights

. Account information

o Password changes

o Task management

. Identity information

o User profile preferences

All SPOR roles are organisation-specific.

Figure 18. EMA user registration dashboard

- EUROPEAN MEDICINES AGENCY

@) EMA user registration

Logged in as Katerina Bursikova | Edit My Preferences | Help | Logout (@

Dashboard Manage

) Edit Dashboard

Dashboard

COMPLIANCE ACTIVITIES ASSIGNED TASKS MANAGE ACCESS MANAGE IDENTITY

Access Reviews (0) Approvals (0) e Request Access Edit Identity
Policy Violations (0) Sign-off Reports (0) Manage Accounts View Identity
Work Items (0) o0 Change Passwords
Track My Requests

Inbox - Outbox
Filter by ltem Name or ID Q Advanced Search Filter by Item Name or ID Q Advanced Search
Name Requester Created Expiration Priority Name Created Expiration Priority

& No data to display No data to display

© Copyright 2015 SailPoint Technologies - Al fights reserved. © 2016 EMA 30 Churchill Place Canary Wharf London E14 5EU United Kingdom

@ POWERED BY SAILPOINT IDENTITYIQ

Please note that in order to obtain SPOR user role access, there must be a super user in the
requestor’s organisation (on super user access please see below in 5.2). If there is none, the EMA
will reject the request in IIQ and will ask the user to

e either resubmit another request to become a super user

e or ensure another user with super user role exists before submitting the same request

5.1. SPOR user access request for industry and NCA users

e SPOR user role will allow the user to view, download or export data and to submit change
requests in OMS and RMS

e In RMS, the users can also manage term translations (NCAs only), tagging and subscription
services

e The process to request access is the same for industry users and NCA users

EMA SPOR User Registration Manual
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e One person can only have either industry or NCA user access

e On the EMA user registration dashboard, in the "Manage Access” section, select "Request Access”

Figure 19. Manage access

Zp) PUTCTIANMIDICNE KRY : togged in o< | I o™ Proeronces | Hob | Logout ()
(@) EMA user registration gt it B,

Dashboard Manage

(@ Edit Dashboard

Dashboard

COMPLIANCE ACTIVITIES ASSIGNED TASKS MANAGE ACCESS MANAGE IDENTITY

Access Reviews (0) e & Edit Identity
Y ==

* The user will see possible roles they can choose.

Figure 20. Selection of roles - Industry/NCA user

Logged in as Tester Fiftythrea | Edit My Preferences | Help | Logout (@)

(@) EMA user registration

Dashboard Manage

B (1) | Checkout
Salect Identity(s) > Select Access >

Request Access for Tester Fiftythree

Keyword Search

Search m
Roles (5' Current Access

Narrow Results | Page 1 | oi1 &  Displaying 1-50f5

SPOR Industry User

® Type: MDM Template ® Risk Score: @0

- Ovwner. SPOR Industy User [ Ao Tocan |
Approvers

SPOR NCA Super User

® Type: MDM Template » Risk Score: @ 0 v
‘Owner: SPOR NCA Super User Aﬂd To Cart

© Conyron

@ POWERED BY SAILPOINT IDENTITYIO

«  Select add to cart for the required role?
* Once selected, go to checkout
Checkout page appears (see fig. 21)

« The user can make additional changes on this screen, e.g. remove role or add assignment note or
comments

»  Click on “submit”

2 The choice of roles will expand when more systems are served by IAM (IIA) - IIQ is not SPOR-specific
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Figure 21. Selection of roles - checkout page

TG e e i Loggedin as | ECMMGI Edit My Preferences | Help | Logout (@)
&) EMA user registration o et Rmesse Ll (W)

Dashboard Manage

ject Identity(s) > Select Access > Review & Submit

Summary of Requests for|

Please verify the changes you have requested below.

Action Name Type Assignment Note Comments Risk Scol Owner

& Add SPOR Guest User Role v e0 SPOR Guest User
Approvers

) Add SPOR Industry Super User () Role 4 ' ®0 SPOR Industry

Approvers

O Add SPOR Industry User @ Role +] +] ™ SPOR Industry User
Approvers

W Add SPOR NCA Super User @ Role o 4 e0 SPOR NCA Super

User Approvers

Page 1 of 1 & | Show 10 Vv | items Displaying 1 - 4 of 4

m Cancel Make Additional Changes

e The requestor receives an e-mail that the request has been submitted

e The requests for super user access are approved/rejected by the super user of the requestor’s
organisation

e The request IDs are listed under “track my requests”

Figure 22. Track my requests

Dashboard Manage

Access Requests

Filter by Identity Q Advanced Search
Access Request ID Priority Type Requester Requestee Request Date Current Step Completion Date Execution Status
14473 Normal Request Access Tester Twentyfive Tester Twentyfive 2110217 15:12 Provision Executing
14457 Normal Request Access Tester Twentyfive Tester Twentyfive 2000217 15:1 End 2000217 157 Completed
14455 Normal P twenyfve_t 20002117 14:57 End 20002117 14:57 Completed

5.2. SPOR super user access request

e The super user role is the first user role to be requested on behalf of any organisation

e To request a super user role for an organisation, the user needs to follow all the steps in 5.1 apart
from the role requested, which is Industry or NCA Super User

e The process is the same for industry users and NCA users

e One person can only have either Industry or NCA super user access

EMA SPOR User Registration Manual
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Figure 23. Selection of industry super user role

(6\1 EMA ulser registration Logged in as Tester Fiftythree | Edit My Preferences | Help | Logout (@\

Dashboard Manage

Select Identity(s) > Select Access >

Request Access for Tester Fiftythree
Keyword Search

Search m

Roles (5) Current Access

Narrow Results

| Page [1 | of1 | & | Displaying 1-5 of 5
SPOR Industry Super User ~
» Type: MDM Template o Risk Score: @0
- Owner: SPOR Industry Super User
Approvers
SPOR Industry User
 Type: MDM Template o Risk Score: @0

» Owner: SPOR Industry User
Approvers

Figure 24. Submit the request for industry super user role

EMA Useﬂi'k ;;gis A Taticr Logged in as Tester Fiftythree | EditMy Preferences | Help | Logout

Dashboard Manage

Select Identity(s) > Select Access > Review & Submit

Summary of Requests for Tester Fiftythree
Please verify the changes you have requested below.

Action Name Type Assignment Note Comments Risk Score Owner
© Agd SPOR Industry Super User @ Role ] Q e0 SPOR Indlustry Super
User Approvers
Page 1 of 1 @ | Show |10 v | items

Displaying 1-10f 1

m Cancel = Make Additional Changes

e The requestor receives an e-mail that the request has been submitted

e The requests for the first super user access for a specific organisation are approved/rejected by the
EMA IT Service Desk

e Any subsequent super user access requests are approved by the super user of the requestor’s
organisation

e The request IDs are listed under “track my requests”

Figure 25. Track my requests

Dashboard Manage

Access Requests

Filter by Identity Q Advanced Search
Access Request ID Priority Type Requester Reguestee Request Date Gurrent Step Completion Date Execution Status
14473 Normal Request Access Tester Twentyfive Tester Twentyfive 200217 15:12 Provision Executing
14487 Normal Request Access Tester Twentyfve Tester Twentyfive 2000217 16:11 Ena 200217 15:17 Completed
14455 Normal Seffsenvice Registration SellRegistrationWorkGroup  twentyfive_t 20002117 14:57 Ena 2002117 14:57 Completed

EMA SPOR User Registration Manual
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5.3. Affiliation to an organisation

The industry (super) users and NCA (super) users are roles that are organisation-specific, i.e. the
users are granted their access rights on behalf of a specific organisation.

The user needs to select the organisation from the dropdown displayed on the screen by inserting the
Organisation ID from OMS.

The organisation ID can be found on the OMS website (fig. 26):

. Navigate to http://spor.ema.europa.eu/omswi/#/
o No log in needed
. Enter part of the organisation name

Figure 26. Search for organisation ID on the OMS website

EUROPEAN MEDICINES AGENCY
SPOR - Organisations Management System
Substances | Products | Organisations | Referentials | Help
SPOR Home rganisations Documents

Home / |Search Organisations

¥ Hide search
Organisation ID

Contains v
Organisation name Contains v
Location ID Contains M
Address Contains v
City Contains v
Postcode Contains v
Country 0 Selected ~

Modified Since

Location status * ACTIVE, INACTIVE ~

o The search results include all locations that are associated to organisations that match the
entered organisation name

o For each returned location the name and ID of the parent organisation is shown

Figure 27. Search results for organisation ID on the OMS website

44 «(Page| 1of1 » M Showing |20 ¥ | of 2 results
Orgar;l;atuon Organisation Name A Country LocstionliD City Address Postcode LocsteniSiatus Modified Actions
— State Institute for Drug Czech LocC- Srobarova 100 41 PRAGUE 2017-05-
Control Republic 100000010 Prague 10 18 1 ACTIVE 25T14:24:51 Q
State Institute for Drug . LoC- Bratislava - 2017-05-
ORG-100003941 e Slovakia 100000061 T Kvetna 11 821 08 ACTIVE 31T14:56:20 Q
44 «Page| 1of1 » M Showing |20 ¥ | of 2 results
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o Paste the organisation ID in the organisation field in the organisation affiliation form on the
IAM (IIQ) website

. Click on the 'Ok’ button

Figure 28. Organisation affiliation

A user ré:gistrati on

Dashboard Manage

Request provisioning form for twentyfive_t

Please supply inifial values for account attributes in the forms below.

Reguest Information

Requester twentyfive_t

Account ID twentyfiwe_t

First Name Tester

Last Mame Twentyfive

Assigned Roles SPOR Unaffiliated User, SPOR Industry Super User_Org/ORG- ~
1oanooets select organisation from

the OMS dictionary
Organisation®

“Indicates required fizld

“ Eancel

Note applicable from October 2017:

e In case your organisation does not appear in the list, you need to request the registration of the
organisation in OMS at http://spor.ema.europa.eu/omswi/#/.

e For most of the roles the request ID which is automatically generated by IAM (IIQ) is irrelevant
and can be ignored. However, users requiring NCA or Industry Super User access should take note
of this ID as it will be required to submit supporting documentation through the EMA Service Desk
(JIRA). This process is explained in detail in section (1.4.2.1 Document submission on the EMA IT
Service Desk portal).

If the user is requesting the role of NCA Translator, in addition to the organisation the user must also
specify the language they will be providing translations for.

Figure 29. Choosing a translation language for NCA Translators
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FEAN MEDICIN

JROF: DHCIN AGENCY
' EMA user registration
Dashboard Manage
Request provisioning form for user_t2

Please supply initial values for account attributes in the forms below

Request Information

Requester user_t2

Target Identity

Account ID user_t2
First Name Test
Last Name user
Assigned Roles SPOR Unaffiliated User, EMA_Birthright
Organisation® v
Translation® v
bg
~
*Indicates required field £5
da
de
de-AT
de-BE
de-DE
de-LU
el
el-CY
el-GR
en
es v

at
® Copyright 2015 SailPoint Technalogies - All rights. reserved. © 2018 EMA 30 Churchill Place Canary Wharf London E14 SEU United Kingdom

A message that the request was submitted successfully comes up on the screen, with request ID

Figure 30. Request submission confirmation message

o~ - - -
/ “y  FURDPEAM MEDNCINES A ¥

(@) EMA user registration

Dashboard Manage

Dashboard

@‘mur request(s) have been submitted successfully. The id for this request is 14601.

e A separate e-mail confirming the submission of the request with the request ID is also sent to the
user.
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e The request appears in the profile outbox as in fig. 31 .

Figure 31. Access request submitted successfully

EMXu:‘;é\ru;—\.eygistration Logged in as Tester Thirtyfour | Edit My Preferences | Help | Logout q‘
Dashboard Manage
(@ Edit Dashboar
Dashboard
‘ @ Your request(s) have been submitted successfully.
COMPLIANCE ACTIVITIES ASSIGNED TASKS MANAGE ACCESS MANAGE IDENTITY
Access Reviews (0) Approvals (0) e, Request Access & Edit Identity
ﬂ Policy Violations (0) Sign-off Reports (0) Manage Accounts = View Identity
= Work Items (0) ©© ChangePasswords =
—_— Track My Requests
Inbox - % Outbox -%
iter by item Name or ID Q Advanced Search Fiter by Item Name or ID Q Advanced Search
Name Type Requester Created Expiration Priority Name Type Owner Created Expiration Priority
Page 0 of 0 & No data to display Owner Approval - Account Changes Approval SPOR Industry 16/0317 Normal
for User: Tester Thirtyfour User
(ORG-
100001442)
Approvers
Page 1 of 1 = Displaying 1-10f 1
H w n”
The request IDs are listed under “track my requests
Figure 32. Track my requests
Dashboard Manage
Access Requests
Filter by Identity Q Advanced Search
Access Request 1D Priority Type Requester Requestee Request Date Current Step Completion Date Execution Status
14473 Normal Request Access Tester Twentyfive Tester Twentyfive 210217 15:42 Provision Executing
14457 Normal Request Access Tester Twentyfive Tester Twentyfive 200217 15:11 End 2002117 1547 Completed
14455 Normal Self-service Registrai IR rkGroup  twentyfive t 2000217 14:57 End 20002117 1457 Completed

. In case a user needs a role on behalf of a different organisation, they need to submit a new
request.

5.4. Document submission for super user authorisation on the EMA IT
Service Desk portal
e There is one additional step to request super user access for the first super user in an organisation

e In order to support the super user access, the requestor needs to submit a declaration which
confirms that they represent the organisation selected in the request - see the template :

o TO BE INSERTED in October 2017
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e As the IAM (IIQ) doesn’t support submission of documents in the form of attachments, the
required document needs to be submitted through the EMA Service Desk (also known as “JIRA")
quoting the IAM Request ID number

e Navigate to EMA Service Desk portal (https://servicedesk.ema.europa.eu); the log in page appears

Figure 33. IT Service Desk log in page

Login
Username

Password

WIKeep me logged in

Account information

If you have a user account for a system hosted by
EMA (except Eudravigilance) you should use the
username and password for this service.
Otherwise please sign up for a new account.

Click here to reset your password by Email

Sign up for a new account

e The log in credentials are those for any of the EMA applications, IAM (IIQ) and SPOR

e If you just self-registered with IAM (IIQ), the credentials are the ones assigned during the self-

registration process.

e Click on the IT Service Desk link to progress

Figure 34. IT service desk landing page

O

News
Planned maintenance (timings use the 24
hour clock and refer to UK time)

« From 23:00 on Wednesday 15th March
2017, the Check Point Identity

EMA Service Desk

Service Desk w

Welcome to the EMA Service Desk self-service
portal which enables you to request the services
you require from the Agency.

My requests @ n -

e Select “request a service”
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Figure 35. IT Service Desk options

Service Desk

Service Desk

Welcome to the EMA Service Desk self-service portal which enables you to request the services you require from the Agency.

‘ Q, Find a solution

Ask a Question Question

Ask a general question
Request a Service &

Report an Issue

Propose a Change

. On the list of services, select the “access, permission, content updates and password requests”

Figure 36. Service options

Service Desk

Service Desk

Welcome to the EMA Service Desk self-service portal which enables you to request the services you require from the Agency

Q, Find a solution

Ask a Question E Request for Reprographics and Mailroom services

Request services related to Printing, Scanning, Servicing MFDs, Stationery, Confidential waste clearance,
Request a Service Porterage and Mail
Report an Issue ~~. Facilities Management and Security

o) Request services related to the building and office environment, security, Health and Safety, cashless
payment system

8+ Access, permission, content updates and password requests /

Request access to an application or system (e g. Eudralink), permission changes (e.g. public folders in

Propose a Change

Outlook, ACL for Documentum), content update (e.g. update profiles in ECD) and password resets

Request additional software
Request software to be installed on your computer (requires justification)

Request / return IT equipment (hardware)

Request replacement, additional or return items (e.g. loan laptop, mobile phone, keyboard, mouse, monitor)

A form to submit the requested documents opens
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Figure 37. Service request form

8 Service Desk [ Service Desk
+ . -
Access, permission, content updates and password requests

Raise this request on behalf of

F1| Surname Name

Subject

| SPOR Super user role access, [1Q request ID 1236547 | Please add a title for the request

Software (optional)

Ck Please describe the type of request (access, permission or password
reset). If a request for access or permission change

optionally choose software "IAM
Register Portal”

Description

justification for the request is mandatory. Please provide the name of the
manager that is authorised to approve this request, if needed. Please
indicate how it is affecting your ability to work, other people, and how
urgent it is

o
Attachment .opnona%upload the documentj
¥ Choose file(s) Please upload any attachments you consider useful

e Ensure the name of the future Super User appears under the heading “Raise this request on
behalf of”. This should be automatically prepopulated by the tool.

e “SPOR Super user role access” should be mentioned in the subject together with the IAM (1IQ)
request ID number automatically obtained when requesting access in IAM (IIQ), example:
“SPOR Super user role access - IIQ request 14601"”

e This request ID number can also be found in the users dashboard under “track my requests” as
mentioned above or in the email received at the time of request submission

e Optionally, select the software “IAM Register Portal” from the drop-down list under “Software”

e In the description field, state your name and organisation and explain that you are requesting
Super User role access

e Upload the “Super User access request form” document, completed with all the necessary
information

e Click on “Create”

e The EMA Service Desk approves or rejects the super user request and notifies the requestor of

the outcome

6. Multiple SPOR roles
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e For industry users, one person can have multiple roles, e.g. representing multiple companies
o This can be industry super user or industry user
o Each user role will be linked to a unique organisation
o Therefore, the user/super user can be linked to multiple organisations
o The users will need to submit individual access requests for each of the roles

o Each of the user access request will be approved by the respective super user of the
organisation for which the role is requested unless it is a first super user for this
organisation

7. Super user access approval process

7.1. First super user approval by the EMA IT Service Desk

e The first super user for each organisation will be approved by EMA IT Service Desk after they
select the NCA/industry super user role in the request access tab in IAM (1IQ) and submit the

required documents via IT Service Desk portal as described above
e When the super user access is granted, they will receive a confirmation e-mail and this role
appears also on their IAM (IIQ) dashboard

7.2. Access approval by super users within their organisation

The super user approves all roles for SPOR users and all subsequent super users within the same
organisation once their own super user access had been granted by the EMA IT Service Desk.

7.2.1. Approval process

e Once a request is sent for a user role, the super user receives an e-mail stating the name of the
user, the role requested and the organisation affiliation
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Figure 38. Super user e-mail alert for a new SPOR role request

From: register@ema.europa.eu
S
Subject: Changes requested to need approval

is requesting the following changes for user name

Application: IdentityIQ
Operation: Add
Attribute: Role

Value(s): SPOR NCA User (National Agency for Medicines and Health Products Safety)
Priority: Normal

The super user needs to log in to

https://reqgister.ema.europa.eu/

The IAM (IIQ) dashboard appears, with a task to solve under the Assigned tasks — approvals, that also
appears in the dashboard inbox

Figure 39. Super user’s dashboard with a new access request in the inbox

. . Logged in as Katerina Bursikova | Edit My Preferences | Help | Logout @
@ EMA user registration

Dashboard Manage

(D) Edit Dashboard
Dashboard
COMPLIANCE ACTIVITIES ASSIGNED TASKS MANAGE ACCESS MANAGE IDENTITY
Access Reviews (0) e Request Access & Edit Identity
ﬂ Policy Violations (0) Sign-off Reports (0) Manage Accounts View Identity
Work Items (1) Change Passwords
-
A 00 .« My Requests
Inbox - Outbox -
Filter by Item Name or Q Advanced Search Show All Items v Filter by Item Name or ID Q Advanced Search
Name Type Requester Created Expiration Priority Name Type Owner Created Expiration  Priority
Owner Approval - Account | Approval 6/23/17 Normal Page |0 | of0 2 No data to display
Page |1 of 1 ] Displaying 1- 1 of 1

Click on approvals — overview of the request appears
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Figure 40. Request overview

(') ‘E‘M’X\‘Uﬂs‘;‘[‘“}:\evgistration Logged in as Katerina Bursikova | Edit My Preferences | Help | Logout
N

Dashboard Manage

Manage Work Items

Work Item Administration = Work Item Archive
Filter by Item Name or ID Q Advanced Search Show All ltems v

D~ Name Type Requester Owner Assignee  Created Expiration Next Event | Priority Reminders Escalations Access Request ID

Owner Approval - Account | Approval SPOR EMA 6/2317 Normal 0 0 5374
Changes for User: Super User

Displaying 1-1 of 1

& ComyTa 2015 SalPorE Tochnakges ALl TGS rserved. 62575 EWA 50 Crurh Pl Carery Whar London E44 52U i Koot
@) Powerep sy swipomT inTITYIO

Click on the request itself (in red box) - the approval page is displayed

Figure 41. Request approval page

(@) EMA user registration

Dashboard Manage

Account Update Approval

Summary

Work ltem ID 5
Access Reguest ID
Requester

Crwner provers

o
Description Cwner Approval - Azcount Changes for User:
Created Jun 23, 2017 2:34:53 PM

Priority Mormal

Histary Mons

Send Comment to Owner

Nens

Add Comment

Details

& View Details for
Approval ltems pending for
Logend: (@) 2oorove (B Fmest

Sgarch:

A d
Decision Application Operation Attribute Walue(s) Completion Comments
= e IdentitylQ Add Rale SPOR MCA Super User (French \)
Agency for Food, Envirenmenta
and Cecupational Health and
Saf
| Page |1 art | I

- Select Bulk Action — | W

e = -
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Click on “view details”
e The details include name and surname of the requestor, their ID and e-mail address

e the e-mail should be a work e-mail from the same organisation on behalf of which the user is
requesting the SPOR user access

e no g-mail, yahoo and similar addresses should be used - the role is organisation specific and if the
user leaves the organisation, the e-mail address stops working and so does the access

o requests with private e-mail addresses should be rejected

e after checking the details, close the window and proceed with the approval process on the approval
page

Figure 42. View requestor’s details

Detailed Identity Information %
Identity Attributes @ Application Accounts

Name - Value

Display Name | name surname |

Account ID abcdefg the e-mail domain should

be that of an organisation
on behalf of which the

Email name.surname |@anses.fr access is requested

Full Name I

name surname

Last Name

Close

On the approval page, click on the “values” to see the role values and the organisation ID

Figure 43. Role value
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Details

& e osiston
Approval Items pending lor
Legend: 0 Approve Reject

Search: Filter by Decision v

[C] Decision Application Operation Attribute Value(s) Completion Comments
DG dentitylQ Add Role SPOR NGA Super User (French Agency | @)
=] for Food, Environmental and

Occupational Health and Safety)

| Page |1 | of1 |

(]

Displaying 1 - 1 of 1

— Select Bulk Action — | W

Role details are displayed including the affiliated organisation ID. The organisation must be the same
as the organisation of the super user.

Figure 44. Role details
Detailed Role Information X

Role Hierarchy | Account Details

Role Hierarchy Role Details
+ J SPOR NCA Super User (French Agency for Food -
Name: SPOR NCA Super User (French Agency for Food,
Environmental and Occupational Health and Safety)
Type: o MDM Context
Owner: |S POR NCA Super User (ORG-100003950) Approvers

Description:

Acquired:

Entitlements:

Close

e Select the requested role (tick the box)
e Select the approve or reject icon as appropriate

e Click “complete”

Figure 45. Role selection
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Details

E; View Details for Anne Bouguen

Approval ltems pending for Anne Bouguen

| Legend: @ Approve (@) Reject

Search Filter by Decision v
[C] Decision Application Operation Attribute Value(s) Completion Comments

E@] © IdentitylQ Add Role SPOR NCA Super User (French Agency @)

for Food, Environmental and .
Occupational Health and Safety) please add comments here if the
request s rejected

| Page [1 | of1 | 1‘ Drsplaymg 1 10f 1

- Select Bulk Action — | %  1items selected

For approved access — the access is now active and the requestor is notified by an e-mail

For rejected access - please include completion comments to justify rejection of the request

7.2.2. Super user responsibilities

The super user has an obligation to manage/maintain access for the users in their organisation

e The super user needs to confirm that the users indeed belong to the organisation

e It isin the responsibility of the super user to make sure that sufficient number of SPOR
(super)users is active in the organisation

e Once a user/super user leaves the organisation, the super user needs to inactivate their access in

11Q

e Access on behalf of an organisation is in the responsibility of the super user(s) and the EMA will not
check

8. Manage Passwords and Usernames in IAM (1IIQ)

8.1. Reset forgotten password in IAM (IIQ)

A forgotten password can be reset in IAM (IIQ) with the help of the authentication questions

e Navigate to IAM (IIQ) url: https://reqgister.ema.europa.eu/

e Or go to “Create EMA account” on SPOR or OMS/RMS webpage

Click the ‘Forgot Password?’ link.
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Figure 46. 1IQ landing page and forgotten password link

EMA Self Registration
Username
Password
New User Registration

Forgot Username?

e Input your username in the ‘Username’ field and click the ‘Next’ button

Figure 47. Input username to retrieve forgotten password

~  FURDPEAM MEDICINES AGENCY

(@) EMA user registration

Forgot Password

*Indicates required field

Ca“CEI

©® Copyright 2015 SailPoint Technologies - All rights reserved. ® 2016 EMA 30 Churchill Place Canary Wharf London E14 5EU United Kingdom
(@) Powerep by swLpoinT DENTITYIO

e Select two of the authentication questions and enter the answers you have put during self-
registration of when requesting SPOR roles for registered users

e Click on the '‘Next’ button to go to the next page.
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Figure 48. Answering the authentication questions

FURDPEAN MEDNCIMES AGENCY

=
(@) EMA user registration

Forgot Password

Security Question 1 What is your favorite color?

Answer 1° sasssssans

Security Question 2 What is the name of the first street you lived on?

Answer 2 ssssansans

*Indicates required field

B Copyright 2015 SailPoint Technologies - Al rights reserved. ® 2016 EMA 30 Churchill Place Canary Wharf London E14 SEU United Kingdom
(@) Fowerep by saLpoINT DENTITYIO

¢ An e-mail with a registration token is sent to the registered e-mail address

e Input this token in the ‘One-time Token’ field and click *Next'.

Figure 49. Insert one-time token

FURDPEAN MEDICINES Y

.r""_-'\l
&) EMA user registration

Forgot Password

*Indicates required field

coce [

® Copyright 2015 SailPoint Technologies - All rights reserved. ® 2016 EMA 30 Churchill Place Canary Wharf London E14 SEU United Kingdom

@ POWERED BY SAILPOINT IDENTITYIQ

e When choosing your new password, please choose a combination of lower case, upper case,
numbers and symbols (hover the red asterisk for guidance)

e Enter your new password in the ‘New Password’ and ‘Confirm Password’ boxes and click ‘Submit’

e The password is reset
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Figure 50. Enter new password

N MEDICINES

EMA user registration

Forgot Password

New Password* 7 sssssssss

Confirm Password® 7 | g4ssssees

*Indicates required field

Cﬁnce'

©® Copyright 2015 SailPoint Technologies - All rights reserved. ® 2016 EMA 30 Churchill Place Canary Wharf London E14 SEU United Kingdom
(@) poweReD by saLPOINT DENTITYIO

8.2. Retrieve Forgotten Username

e Navigate to IAM (IIQ) url: https://register.ema.europa.eu/

e Click the ‘Forgot Username?’ link

Figure 51. IAM (IIQ) landing page and forgotten username link

EMA Self Registration
Username
Password
New User Registration Forgot Password?

Forgot Username?|
Login

e Enter the email address you used to register in IAM (IIQ) and click ‘Submit’

EUROPEAN MEDICINES AGENCY

EMA user registration

Forgot Username

Please enter the email address that you used to create your account

cancel

© Copyright 2015 SailPoint Technologies - Al rights reserved. © 2016 EMA 30 Churchill Place Canary Wharf London E14 5EU United Kingdom
@ POWERED BY SAILPOINT IDENTITYIQ
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« Confirmation of the request is displayed

Your request has been received and will be processed within 15 minutes. If you entered a registered email address your username will be delivered to that email address.

« An e-mail with the username is sent to the registered e-mail address

om: register@ema.europa.eu Sent: Mon1
> |
c
ubject Username Reminder from EMA
Dear NN

Thank you for your Forgotten Username request.

The Username for your EMA account is: || N

If you did not make this request, please contact EMA via the Service Desk Portal with 'Username Reminder not requested' as the email title stating that you did not request this
Username Reminder. For urgent technical matters please contact +44 (0)20 3660 7523.

Thank you.

European Medicines Agency
30 Churchill Place

Canary Wharf

London E14 5EU

e Log in with your username and password

8.3. Change password in IAM (IIQ)

e Login to IAM (IIQ)

e Click on the ‘Change Passwords’ link under the Manage Access section on your Dashboard
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Figure 52. Change password in IAM (IIQ)

Y e o ~ e
4 i Logged in as | EditMy Preferences | Help | Logout
egistration = (@)

Dashboard Manage

& Edit Dashboard

Dashboard
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e Select your EMA Account by clicking on the checkbox in front of the account for the EMA
Account Application

Figure 53. Manage passwords screen in IAM (IIQ)
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e Type your current password in the ‘Current Password’ field and the new password in the ‘New
Password’ and ‘Confirm Password’ fields

e Click the ‘Submit’ button
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Figure 54. New password and submit
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e Click the “submit” button on the next page to complete the password change process

Figure 55. Finalise password change
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8.4. Update Authentication Questions

In order for the External User to be able to reset his password using the self-service functionality, they
need to setup their challenge questions and answers in IAM (IIQ); see above. The questions and
answers are populated with the user input during self-registration. In case the user needs to update
their challenge questions they should follow the steps below:

e Login to IAM (IIQ) on https://register.ema.europa.eu/
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e Click on the ‘Edit My Preferences’ link in the top right corner of the IAM (IIQ) dashboard

Figure 56. Edit my preferences
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e Click on the ‘Edit Authentication Questions’ link. The Authentication Question section appears

on the screen

Figure 57. Edit authentication questions
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e Select the questions you would like to edit and input your answers

e Click on the ‘Save’ button at the end of the page to save your challenge questions and

answers.
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Figure 58. Selecting authentication questions
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9. IAM (IIQ) policy violation

There are policy rules about what types of access can be held by one user; e.g. no account may
have an industry and also an NCA role

« If the policy is breached, a warning appears

Figure 59. Policy violation examples
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To solve a policy violation and submit the request, the following should be done:
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+ Remove a role to proceed - bin icon
«  Or submit the request with violation

e Or cancel request

Figure 60. Policy violation solutions

Remove Request Items
Click below to remove items from the request. Clicking a second time will add the item back to the request

e g

Decision Application Operation Attribute Value(s) Completion Comments

IdentitylQ Add Role SPOR Industry Super User

V IdentitylQ Add Role SPOR Industry User
® IdentitylQ Add Role SPOR NCA Super User
| Page |1 of1 | || &

Submit Request Submit Request With Violations Cancel Request

Displaying 1 -3 of 3

EMA SPOR User Registration Manual
EMA/360484/2017

Page 41/41




